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Live - access monitor &

@ Milestone XProtect Smart Client 2014

* View live video from R e b e e
the cameras -
associated with the
access points (doors)
In the access monitor

* Enable modular
camera views where
access control events
can be displayed
together with
corresponding video




Live - access event list ‘ :

* View access control events displayed
Access Control | System Monitor : as a list of events on the right of the
video

™ Section A - Main entrance - Camera 2 7 ® gection C -door 2 B

Access granted
21:04:01

 The list includes the cardholder
information made available from the
access control system

Employee, Authority Level 6

Access granted

20:55:14




Live - camera toolbar

Click on any of the events in the list
and the live video automatically
pauses and changes to
independent playback of the event

Or click on the independent
playback button in the camera
toolbar

Form the camera toolbar you can
take a quick snapshot of an image if
you want to save or share a still
image

Access Control System Monitor

REI= MM & e

™ Building C - Floor 2, Door 10, Hall

Employee, Authonity Le.

20:55:14




Live - search icon

« A quick link to access control
workspace

* Click the search icon next to the
cardholder name on a selected event
and jump to the Access Control tab and
view all events associated with this
person

Employee, Authorily Le.

Access granied
22:53:14




Live - state and commands

» View current door status for example,
door open/closed/locked/unlocked or
server connected/disconnected

System Monitor

A - Main entrance - Camera 2 Section C-door2. B

Access granted
23:41:32

 Perform certain door commands like
lock or unlock

« Naming of states and commands all
depends on access control system
chosen

Lock Unlock b
C - Floor 2, Door 10, Hall



Live - use of maps

Information from integrated access control
systems can be displayed on maps:

« Display states of access points

+ Send commands to access points
(unlock/lock door)

This provides the operator with an instant
overview and the ability to control doors and
other access points directly from the map

% Milestone XProtect Smart Client 2014

Playback

0> < Select view >




Live - access control alarms &

» Set up access control alarms in the management interface

» Get a alarm notification in the header of the Alarm Manager tab

% Milestone XProtect Smart Client 2014
Playback Sequence Explorer Alarm Manager 4 Access Control System Monitor
0> New View (2x2)
= Main entrance - Lobby - nera 3 ™ Section A - Main entrance - Camera 2 Section C-door 2. &

- —

Access granted

20:10:17

)
Employee, Authority Level 2.

Access granted

19:48:47

-

= Building C - Floor 2, Door 10, Corridor




Alarm Manager - access control alarms

* View alarms triggered by = T — : :
access control system :

events [

« Have alarms shown as
icons on map (for
example, blinking circle)

« View video associated ' = nsausa
with a particular alarm i
from the alarm list



Access Control tab

View access control events
and state of the doors on the
Access Control tab

You can filter, sort and review
data related to events and
doors

Milestone XProtect Smart Client 2014

Live Playback

Liveupdate v Allevents v Al doors v

Time Event
15-05-2014 23:59.07 Door locked
901 Door closed
15-05-2014 23:58:58 Door opened
Door unlocked

15-05-2014 23:58:43
15-05-2014 23:58:40
15-05-2014 23:58:39
15-05-2014 23:58:39
15-05-2014 2 06
15-05-2014 00
15-05-2014 23:57:57
15-05-2014 7:56
15-05-2014 56
15-05-2014 23:56:53
15-05-201
15-05-2014
15-05-2014 23:56:44
15-05-2014 2
15-05-2014 23:56:19

Access granted
Door locked
Door dlosed
Door opened
Door unlocked
Access granted
Door locked
Door closed
Access granted
Door opened
Door unlocked
Door jocked

Sequence Explorer

Source
Section C -
Section C -
Section C
Section C -

Section C -
Section C

Section C -
Section C -
Section C -
Building C
Building C -

Building C
Building C -
Building C -
Building C -
Building C -
Building C

Building C -
Building C

Alarm Manager @ W

door 2
door 2 -

door 2

Camera 1
Camera 1

Camera 1

- Camera 1

door 2 -
door 2

door 2 -
door 2 -

door 2

- Floor 2,

Floor 2,
Floor 2,
Floor 2,
Floor 2,
Floor 2,
Floor 2,
Floor 2,
Floor 2,
Floor 2,

Camera 1
Camera 1
Camera 1
Camera 1
Camera 1 (in)
Door 10, Hall
Door 10, Hall
Door 10, Hall
Door 10, Hall
Door 10, Hall {in)
Door 10, Hall
Door 10, Hall
Door 10, Hall (in)
Door 10, Hall
Hall
Hall

System Monitor

Access Control Administration

Joe Smith

15-05-2014 23:58:57

Jules Veme Section C - door 2 - Camera 1 (in)

Paul Newman
Employee, Authority Level 2
Joe Smith Do st
evelopment

- O &9

®




Access Control tab

* List and search access control
units

* View state of units or related
video

e Control units, such as lock and
unlock single doors

Building B - Floor 1, Delivery door - outside




Access Control tab - filtering options

* Perform advanced searches
using the many filter options

[V] All doors

 Find events triggered by a = - — B |

[V] Building B - Floor 1. Delivery door - outside

specific cardholder or track a e =

person's whereabouts for a 5 2 Acss g ] Secton A< Bck s

Custom interval..

M H Live update [V] Access request [¥] Section B - door 5 - Camera 7
given period

] Alarm [V Section C - door 2 - Camera 1
[V Door Error Other.

[V Error

V] Waming

[V] [uncategorized]

Access control event...




Access Control tab - export options

» Export a report of the event list to a PDF file including snapshots

Milestone XProtect Smart Client 2014
Playback Sequence Explorer Alarm Manager 2 W - O LY

Control Administration PO

Access Report 18.05-2014 19-36-59 Details..

PEEEN oo

Today v Allevents v Alldoors v

Time Event

18-05-2014 19:25:13 Door dosed Camera 1

18-05-2014 19:25:12 Door dosed Camera 7

18-05-2014 1925:12 Door locked - Camera 1 18-05-2014 19:25:13

18-05-2014 1925:10 Access granted Camera 1 (in) Paul Newn Door closed

Cardholder

Time: 18-05-2014 19:25:12

Door Section B - door 5 - Camera 7
Source. Section B - door 5 - Camera 7
Event Door closed

Reason.

Cardholder:

Section C - door 2 - Camera 1
18-05-2014 19:25:12 Door locked Camera 7 i Section C - door 2 - Camera 1

Section A -

Section A -

Main entranc.

Main entranc.

Mile Bank - Main entranc.

Iﬂ

Mile Bank - Main entranc.




Live - setup mode

* Quick and easy set up e T e T T
of how the access e I S—
control system is =

presented in XProtect 8 - ot s

B Access Monitor

Smart Client including e = Door

= Section A - Main entrance -

Access Monitor Settings

Y Specify the settings for the Access Monitor

is only available in live
Sources:

adding access = . -
monitors to views S 1

9k Map Commands:

£ Matrix
Order:
%25 Smart Wall

Application
M. Camera
P1Z
Device

1" Access Control




Access request notification ‘ "

Fly-out triggered by events such as input events
(doorbell) or access denied events =T | gremm———— o= x

Access Request - Section A - Back entrance (in) 20:24:06

The notification includes: P . ocrico

» Video related to the access request, allowing
you to see the person who is requesting access

 Cardholder information

« Two-way audio communication if a speaker
and/or microphone is attached to the relevant

camera
» Support for executing commands such as Unock || Lok
unlock doors D

uthority Level 2

Access request notification are configured in
management interface




XProtect VMS management interface g

XProtect Access Control Module is an
integrated part of the management
interface of XProtect VMS 2014:

« Management Client for:
« XProtect® Corporate
« XProtect® Expert

XProtect”
Management Client 2014

« Management Application
« XProtect® Enterprise
« XProtect® Professional
« XProtect® Express

The Open Matiorm Compary



Access control configuration

G e n e r al S ett i n g S : @ Milestone XProtect Management Client 2014

File Edit View Action Tools Help

[V E|fPecess Control ~T0)Pccess Contral Information
= 5] Access Control

General settings

. ) . '17'?”"7 ;Cnsaa entr s
Specify connection details ¢ o S | O .

Name: Enterprise 2, Low Street
Description:

Specify account details LR
Refresh configuration from peirie i [

Address: 10.100.1.234

access control system o=

Specify advanced
configuration parameters

" Site Navigation & Generl Setings | ® Associted Cameras | 3. Access Cortrol Events | (35 Access Request Notfications | . Cardholders



Administrate doors

Associated cameras:;

Map one or more cameras
to each access point with
drag and drop

Quick overview of the doors
and associated cameras

Overview of licensed and
unlicensed doors

Associated cameras
Drag and drop to associate cameras with door access points.
Doors:

Name * Ensbled License <0
Building A - Floor 1. Door 1, Hall | |Licensed| ¥

Access point: Building A - Floor 1, Door 1. Hall (in)
Building A - Floor 1, Door 1, Hall Remove
Drop camera here to associate it with the access point

Access point: Building A - Floor 1. Door 1. Hall (out)
Building A - Floor 1. Door 1, Hall Remove
Drop camera here to associate it with the access point.

Building A - Floor 1. Main entrance - inside
Building A - Floor 1, Main entrance - outside
Building B - Floor 1. Delivery door - inside
Building B - Floor 1. Delivery door - outside
Building C - Floor 2, Door 10, Corridor
Building C - Floor 2, Door 10, Hall

<[] & <[ <]

Cameras:
4 [J DKTS-PM-05
4 D Enterprise 1

= Building A - Floor 1, Door 1, Hall
= Building A - Floor 1, Main entrance - inside
= Building A - Floor 1. Main entrance - outside
= Building B - Floor 1, Delivery door - inside
= Building B - Floor 1, Delivery door - outside
= Buikding C - Floor 2. Door 10. Corridor
= Building C - Floor 2. Door 10, Hall

&% General Settings | < Associated Cameras | & Access Control Events | 14> Access Request Notfications | Jb. Cardholders |



Administrate access control events

Access control events

AC C eS S C O n t ro I eve n tS : Seleatheevenbymwannomonilori:XPmtedSmanCﬁem Use categories to simplify the use of triggering events.

Select Access Control Event Source Type Event Category
Access denied Access Point Access denied. Access request
Access granted Access Point Access granted
Access granted (REX) Access Point Access granted
Door closed Door Unit
Door controller power failure Door Unit Door Error

« Enable/disable handling of
specific access control
system events

Configure categorization
of events to allow unified
handling

» Add/edit global user

Door controller tampering Door Unit Door Error
Door forced open Door Unit Door Error
Door locked Door Unit
Door open too long Door Unit
Door opened Door Unit
Door unlocked Door Unit
Server connected Demo Server
Server connecting Demo Server
Server disconnected Demo Server

(<) | [ | |

5 General Settings | < Associated Cameras | . Access Control Events | 3 Access Request Notfications | L. Cardholders |




Administration of cardholders

Card hOlderS: Cardholders

Search for cardholders to view. add or delete a picture oﬂbecardholdev The cardholder picture is used in the XProtect Smart
Client. when an access control event has been register:

| Tony 0|

Search for cardholders to —_— = I

Brado, Tony | Evicted | Evicted

see information details E‘

If plug-in allows:

select picture to override o
picture from access & e
control system

&% General Settings | < Associated Cameras | . Access Control Events | (1> Access Request Notfications L Cardholders =



